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Obligations related to content moderation are functional to the protection of freedom of expression and other 

fundamental rights of the European Union. The DSA assigns, for example, users the right to receive clear information 

from online platform providers about content moderation and to challenge decisions made by them (including in 

cases where such decisions are in line with the platform’s terms of use) by filing a complaint with the provider, 

turning to an out-of-court dispute resolution body, or taking the matter to court.  

In relation to the online sale of non-compliant or counterfeit products, there is a requirement, among others, for 

marketplace platform providers to “track” traders who offer their products through such platforms. The latter will 

then have to be enabled to provide consumers through the platform with the mandatory information required by law.

Finally, with regard to online advertising, the DSA prohibits targeted advertising aimed at minors based on profiling 

as well as targeted advertising based on profiling that uses special categories of personal data, such as sexual 

orientation or religious beliefs.  

   

Supervision of the DSA compliance of intermediary service providers established in Italy was entrusted by Law No. 

159/2023 to the Autorità per le Garanzie nelle Comunicazioni (AGCOM), which acts as the National Coordinator 

of Digital Services. To AGCOM, intermediary service providers established in Italy must report the identification 

and contact details of the point of contact they designate (better known as the DSA Officer) and pay, annually, a 

contribution (equal to 0,135 % of turnover).  
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Cybersecurity
That of cybersecurity is the field that European and national lawmakers have focused on the most in the past year.

The NIS

The most relevant regulation, due to the extension of its scope, is that dictated by Directive (EU) 2022/2555 (so-

called NIS2 Directive), transposed in Italy by Legislative Decree No. 138/2024 and in force since 16 October 2024.

It concerns, specifically, the security of information and network systems, meaning electronic communication 

networks, interconnected devices or groups of devices that perform automatic processing of digital data, and the 

same digital data processed for the operation, use, protection and maintenance of networks and devices.

It applies, subject to certain exceptions, to medium and large enterprises falling under 17 sectors, which include 

10 highly critical sectors listed in Annex I (energy; transportation; banking; financial market infrastructure; health 

sector; drinking water; wastewater; digital infrastructure; ICT service management; and space) and 7 critical 

sectors listed in Annex II (postal and courier services; waste management; chemical manufacturing, production and 

distribution; food production, processing and distribution; manufacturing; digital service providers; and research). 

In addition to the entities in the sectors listed in Annexes I and II, there are also Public Administrations (Annex III) 

and additional entities listed in Annex IV, the latter identified by the National Cybersecurity Agency (ACN).

NIS entities are, then, distinguished into essential and important according to the level of cyber risk they are 

exposed to and their size.

The obligations on essential and important parties are as follows:

•	 obligations to register and update information (each year, NIS entities must register or update their existing 

registration on the ACN web portal, indicating the point of contact and providing a range of information regarding, 

among other things, the activities performed, and services provided);

•	 obligations on security measures (NIS entities are required to take appropriate and proportionate technical, 

operational and organizational measures to manage the risks posed to the security of the information and 

network systems used in their activities or in the provision of their services);

•	 obligations on incidents reporting (NIS entities must notify the CSIRT, in phases and within strict time limits, of 

security incidents that have a significant impact on the provision of their services);

•	 obligations on administrative and governing bodies (administrative and governing bodies, which are responsible 

for infringements of NIS regulations, are required to undergo cybersecurity training and promote the periodic 

provision of cybersecurity training to their employees).

The content as well as the terms, modalities, specifications, and gradual timing of implementation of these obligations 

will be defined by the ACN on a proportionality basis, taking into account in particular the categories of relevance of 

the activities and services that information and network systems support, perform, or deliver.
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The DORA
 

Although credit institutions fall under one of the highly critical sectors listed in 

Annex I of Legislative Decree No. 138/2024 they are not subject (except for 

the obligation to register with the ACN portal) to the obligations under the NIS 

framework but to those under Regulation (EU) 2022/2554 (DORA), which is a 

sectoral legal act of the European Union.

DORA, which became applicable as of 17 January 2025, applies to “financial 

entities” in general and, therefore, both to traditional financial entities such 

as banks, investment companies, insurance and reinsurance companies and 

insurance intermediaries but also to new players in the financial sector such 

as cryptocurrency service providers and crowdfunding service providers. Also 

included in the scope of DORA are companies that provide financial entities with 

ICT services.  

The obligations that DORA places on financial entities can be traced to five areas:

•	 ICT risk management (financial entities must adopt and implement an IT risk 

management system whose management and oversight must be entrusted 

to an independent control function);

•	 response to and reporting of incidents (financial entities must be able, 

through the establishment of appropriate incident management processes, 

to detect and manage significant incidents as well as to report them within 

stringent deadlines to the relevant authorities and, if necessary, to their 

customers);

•	 digital operational resilience testing (financial entities are required to conduct 

audits at least annually to detect any weaknesses, deficiencies and gaps in 

their ICT systems supporting essential or important functions and put in 

place the necessary corrective measures);

•	 third-party risk management (financial entities must conduct due diligence 

on ICT service providers they intend to use, assess cybersecurity risks in 

relation to agreements to be concluded, include appropriate cybersecurity 

risk management clauses within agreements, and keep records bearing 

information on contracts concluded with ICT service providers to be produced 

upon request to relevant authorities);

•	 Information sharing (financial entities are encouraged to exchange cyber 

threat information and analysis through appropriate information sharing 

mechanisms).
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The CRA

Starting from 2026, Regulation (EU) 2024/2487 (Cyber Resilience Act or 

CRA) will apply (at least in part).

The CRA applies, with some exceptions, to products with digital 

elements, namely software or hardware products and related remote 

data processing solutions made available in the European Union market 

and connected – through a logical connection or a physical connection – 

to devices or networks.

Under the CRA, all products with digital elements must meet certain 

essential requirements, some of which relate to the products (which, 

for example, must be made available in the market without known 

vulnerabilities, be able to address vulnerabilities through automatic 

security updates, offer a level of protection appropriate to the data being 

processed, reduce the impact of incidents, etc.) while others relate to 

the processes (manufacturers must be able to identify and document 

vulnerabilities, provide security updates, share information on resolved 

vulnerabilities, etc.). 

Compliance with these requirements is documented by means of the 

declaration of conformity, which must be drawn up by the manufacturer 

upon completion of the conformity assessment procedure, and the 

CE mark to be affixed to the product. In addition to the declaration of 

conformity, technical documentation must also be drawn up. Products 

with digital elements must, then, be accompanied by the user information 

and instructions.

The CRA dictates a differentiated framework for products with important 

digital elements (operating systems, routers, modems, firewalls, general-

purpose virtual assistants for smart homes, identity management 

systems, password management systems, antispam systems, VPNs, 

etc.) and products with critical digital elements (hardware devices with 

security boxes, smart meter gateways and other devices for advanced 

security purposes as well as smart cards and similar devices). For the 

former, a conformity assessment is required, to be carried out on the 

basis of specific procedures involving a notified body. For the latter, on 

the other hand, a conformity assessment carried out under a European 

cybersecurity certification scheme is usually required.

Responsibility for ensuring compliance with the provisions dictated by 

the CRA is shared among manufacturers, authorized representatives, 

importers and distributors (collectively referred to as economic operators).
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Manufacturers’ obligations also include designating a single point of contact to which to report any product 

vulnerabilities with digital elements. These and other vulnerabilities of which it becomes aware, provided they are 

actively exploited, must be reported within strict deadlines by the manufacturer to the CSIRT and ENISA. Similar 

deadlines apply to the reporting of serious incidents, which must always be made to the CSIRT and ENISA. It is also 

the responsibility of the manufacturer to inform users about the vulnerability, the incident and the measures to be 

taken to mitigate the risks. 

The Perimeter

The national cybersecurity perimeter, established by Decree Law No. 105/2019 (Perimeter Decree), is a regulatory 

framework (subsequently defined by means of four DPCM) aimed at ensuring the cybersecurity of the networks and 

information systems of public and private entities on which the exercise of essential functions of the State or the 

provision of services essential for the maintenance of civil, social or economic activities fundamental to the interests 

of the State depend.

Entities included in the perimeter (and thus subject to the obligations therein) are identified on the President of the 

Council of Ministers’ own initiative and are distinguished into entities that perform essential functions and entities 

that provide essential services.

They are subject to particularly burdensome obligations with regard to incident reporting (very tight deadlines are 

set for reporting the most serious incidents to the CSIRT) and to the adoption and updating of security measures 

and procedures for the outsourcing of ICT goods, systems and services (for which, in relation to certain categories 

of ICT goods, prior evaluation by the National Evaluation and Certification Center is required).

The Cybersecurity Law

The Law No. 90/2024 provides additional cybersecurity obligations to be borne primarily by public administrations 

and, to a lesser extent, by certain private sector entities. 

In particular, private sector entities included in the perimeter are required to verify that the computer and electronic 

communication programs and applications in use, which use cryptographic solutions, comply with the guidelines on 

encryption as well as those on password storage adopted by the ACN and the Data Protection Authority and do not 

involve known vulnerabilities that would make encrypted data available and intelligible to third parties.

In addition, the same entities mentioned above, and, in addition, providers of public communications networks and 

publicly accessible electronic communications services, are subject to the additional obligation to take the remedial 

actions indicated by the ACN without delay, but no later than 15 days after the communication, in the event of a 

report by the ACN of specific vulnerabilities to which these entities are potentially exposed.
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Artificial Intelligence
The subject of artificial intelligence is regulated by Regulation (EU) 2024/1689 (AI Act). The regulations dictated by 

the AI Act will then be supplemented, at the national level, by those dictated by the bill on “Provisions and delegation 

to the Government on artificial intelligence” (DDL AI), which, as of the date of this paper, is under consideration by 

the parliamentary committees of the Senate.

The AI Act

The AI Act, published in the Official Journal of the European Union on 12 July 2024, entered into force on 2 August 

2024, and became applicable, at least in part, as of 2 February 2025.

The main subject of the regulations dictated by the AI Act are artificial intelligence systems; in relation to these 

systems, the AI Act prescribes different obligations depending on: 

•	 whether the subject belongs to the supply chain of the artificial intelligence systems or simply uses them (or 

allows them to be used) within their organization; and 

•	 the level of risk that the artificial intelligence systems present.

Of the parties in the supply chain identified by the AI Act (in which suppliers and their authorized representatives, 

importers, distributors, and product manufacturers are included), the most important in terms of relevance is the 

provider, which is the pne who develops or has developed an artificial intelligence system and markets or puts it into 

service under its own name or brand.
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Those, on the other hand, who use an artificial intelligence system under their authority are called deployers.

As for the level of risk, there are four levels of risk into which the AI Act classifies artificial intelligence systems, 

namely::

•	 unacceptable risk;

•	 high risk;

•	 limited risk; and;

•	 minimal risk.

Artificial intelligence systems that pose an unacceptable risk are, as a rule, prohibited. They are explicitly identified 

in Section 5(1) of the AI Act (on 4 February 2025, the European Commission issued the “Guidelines on prohibited 

Artificial Intelligence practices,” which provide valuable support in interpreting the AI Act prohibitions). The prohibition 

covers both placing on the market and commissioning as well as use and thus applies to the provider (having regard 

to placing on the market and commissioning) as well as to the deployer (having regard to use).

In relation to artificial intelligence systems that pose a high risk, the AI Act places a number of particularly blundersome 

obligations on the provider and the deployer, including an obligation (on the provider alone) to ensure compliance 

with the requirements of Articles 9 to 15 of the AI Act.

Limited-risk artificial intelligence systems are those artificial intelligence systems, other than those with unacceptable 

risk or high risk, for which the AI Act provides for specific transparency obligations (on the part of the provider and/

or deployer) to the individuals who use them.

Finally, minimal-risk artificial intelligence systems are all artificial intelligence systems that do not fall into any of the 

above categories. In relation to such systems, only the obligation under Article 4 of the AI Act (which generically 

covers all artificial intelligence systems) to make personnel artificial intelligence literate applies.

DDL AI

The (not yet approved) DDL AI completes the discipline.

This includes specific obligations in relation to the use of artificial intelligence systems in the healthcare sector, 

in workplaces, in intellectual professions, in public administration and in the judicial system. It also identifies the 

national authorities competent for artificial intelligence as the Italian Digital Agency (AgID) (which will act as the 

notifying authority) and the Italian Communications Authority (ACN) (which will act as the supervisory authority). 

It also amends the regulations regarding the provision of audiovisual media services and copyright protection, and 

introduces new offenses and aggravating circumstances in relation to the use of artificial intelligence systems.
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The approach to digital
compliance

Faced with such a complex and jagged regulatory framework, the Compliance Officer has no choice but to rethink 

his or her approach to compliance.

If in the past, when regulatory production was sporadic and contained, compliance activities were managed by 

considering each regulation in isolation, today the same approach would be unsustainable because, on the one hand, 

it would require the deployment of significant resources, both human and instrumental, and, on the other hand, it 

would risk returning a disorganized and inconsistent internal control system.

The methodological approach to be followed, in the area of digital compliance, therefore, can only be an integrated 

approach that considers the regulations described above as a whole.

In addition to the considerations made above regarding the internal control system’s cost and consistency, there are 

several orders of reasons that recommend and justify the adoption of an integrated approach.
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The first order of reasons justifying the adoption of an integrated approach relates to the provision by the regulations 

in question of similar, if not even - in some cases - perfectly overlapping obligations and requirements. Consider, for 

example, the risk assessment and incident reporting obligations that are provided for not only by the NIS framework 

and DORA, but also by the GDPR and the AI Act. Or also to the obligations of transparency towards the stakeholders 

involved from time to time, which are required to a greater or lesser extent by all regulations, with the exception of 

those relating to cybersecurity. Or, furthermore, to the obligations relating to supply chain assessment, contained 

in the GDPR as well as in DORA.

The second order of reasons relates to the risks that compliance with the regulations in question should help 

neutralize or, at the very least, mitigate. In addition to the legal and regulatory risks (risks of administrative or other 

sanctions being applied in the event of infringements) that are obviously inherent in any compliance regulation, non-

compliance with the same regulations exposes the organization to common risks including contractual risks (such as, 

in dealings with NIS and financial entities or with providers or deployers of artificial intelligence systems), operational 

risks (especially as a result of cyber attacks or other security incidents) reputational risks, ethical risks (especially in 

relation to the use of artificial intelligence systems) as well as risks of technological dependence.

Finally, the third and last order of reasons relates to the activities that need to be carried out in order to comply 

with the various regulations and to ensure over time that the obligations under these regulations are met and the 

requirements are maintained. For example, all regulations require that a mapping or census activity be carried 

out: processing activities, ICT goods and services, and contracts with ICT goods and services providers, artificial 

intelligence systems, etc., among others, must be mapped. Likewise, most regulations, insofar as they require risk 

assessment, mandate that a risk assessment be conducted. And, of course, it is necessary, whatever the scope of 

digital compliance, to prepare documentation and adopt and implement policies and procedures. 

That said with respect to the need, for the reasons just explained, for an integrated approach to digital compliance, 

how in practice this approach should translate and that is, how an integrated digital compliance management system 

should be designed is left to the initiative of the Compliance Officer.

The task is not the easiest, also expecting the lack of international standards to refer to. 

From this perspective, the only international standards available at present are ISO/IEC 27001:2022 and ISO/

IEC 42001:2023. The former covers information security while the latter covers artificial intelligence management 

(which can be integrated with the former). However useful they may be for the purpose of designing an integrated 

management system, they nevertheless suffer from the fact that they cover only some of the areas into which digital 

compliance is divided.

Even with the difficulties just mentioned, it is in any case possible to imagine a rational path to follow in designing 

an integrated digital compliance management system. 

In this regard, the Compliance Officer should first define the regulatory perimeter of intervention (assessing which 

regulations the organization is subject to and which are not), then identify the obligations and requirements under 

the different regulations that can be fulfilled and met in unity, identify the applicable measures and controls, and, 

finally, define governance.   
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Digital Governance
With regard to governance, it is possible as of now to make some considerations about the figures who should be 

in charge of digital compliance management and to answer the question of whether it is possible to centralize the 

responsibilities related to compliance with the various regulations examined here under the Compliance Officer.

In general, there are few cases in which the law provides for mandatory appointments. At the moment, the following 

are mandatory - as long as the organization falls within the scope of the respective discipline - the appointment of the 

Data Protection Officer (but only in the specific cases identified in Article 37 of the GDPR), that of the point of contact 

for NIS subjects (who, however, is essentially in charge of interacting on behalf of the NIS subject with the ACN), 

and that of the Digital Services Act Officer or DSA Officer (which is mandatory only for VLOPs and gatekeepers). 

The other figures who are typically involved in digital compliance management, however, are only contingent figures, 

established in practice and imported, in most cases, from overseas. The appropriateness of their appointment 

depends essentially on the size of the organization in which they work as well as the relevance of digital and, in 

particular, data aspects to the organization’s business.  

 

Looking at Italy, the ones - among them - that, in perspective, could be most frequently included within corporate 

organizational charts are the Chief Information Security Officer (or CISO), the AI Officer and the Data Officer.

The Chief Information Security Officer (CISO), who typically has a technical background and comes from the military 

or security world, is typically tasked with defining information security strategies and policies within the corporate 
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organization, identifying and implementing appropriate technical and organizational measures, assessing security 

risks on an ongoing basis, responding to incidents, ensuring the procurement of ICT goods and services in compliance 

with the law, etc. 

That of the AI Officer is a new figure with as yet undefined contours. In the United States, where this figure has 

become established, the AI Officer is primarily responsible for defining strategies and policies for the development 

and use of AI systems within the business organization, monitoring the development and use of AI systems, and 

ensuring the organization’s compliance with artificial intelligence regulations.

Finally, the Data Officer. This is a figure usually expected within organizations that adopt a so-called data-driven 

approach (e.g., companies operating in the technology, media, retail as well as banking and insurance sectors) and 

typically has prior experience in data science. His or her job, within the business organization, is to define strategies 

and policies for data collection, management and governance within the business organization, promote data literacy 

as well as ensure the organization’s compliance with data economy regulations.

While there is no impediment, legal or otherwise, to the Compliance Officer summarizing the roles of DPO and 

DSA Officer in himself, it does not seem appropriate - indeed, it is highly inadvisable - for him to also perform the 

functions of CISO (since, except in exceptional cases, he does not possess the necessary technical expertise) and 

Data Officer (which is characterized as being more of a business function than a control function). As for the role 

of point of contact under the NIS framework, this could also be performed by the Compliance Officer; however, the 

(technical) nature of the inquiries that the ACN might address to the point of contact suggests, also for efficiency 

issues, that it is the CISO (or at any rate the ICT officer) who should act as the point of contact.

Doubts exist, however, with respect to the possibility of the Compliance Officer also acting as an AI Officer. This 

possibility is evidently contingent upon the AI Officer’s primary focus being on artificial intelligence compliance. 

Where, on the other hand, his or her duties would also extend to research and implementation of artificial intelligence 

systems, the AI Officer would have to be a different figure from the Compliance Officer.

Whatever the figures involved in the management of digital compliance, it is certain, in any case, that there will 

have to be mechanisms for consultation and coordination, and that the role of coordinator can only be assumed by 

the Compliance Officer.

******

The contents of this paper are for informational purposes only and do not constitute, nor can they be construed to 

constitute, professional opinion on the subjects at hand. 
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Founded in 2000, ADVANT Nctm is one of the leading independent law firms in Italy, with over 300 professionals, 

including lawyers and accountants. Since 2021, it has been part of ADVANT, a European association of law firms 

with more than 600 professionals and 15 offices in Europe (Berlin, Brussels, Dussendolf, Frankfurt, Freiburg, Genoa, 

Hamburg, London, Milan, Moscow, Munich, Paris, and Rome) and worldwide (Beijing and Shanghai). He advises 

and provides legal assistance to domestic and multinational companies and business groups in Europe and outside 

Europe in all major areas of business law: Antitrust and Competition, Insurance, Banking and Finance, Capital 

Markets, Litigation, Arbitration and ADR, Corporate and Commercial, Administrative Law and Procurement, White 

Collar Crime and Compliance, IT and Data, Labor and Industrial Relations, Mergers and Acquisitions, Intellectual 

Property, Real Estate, Restructuring and Insolvency, and Tax.

Lab4Compliance is the association that has been grouping leading corporate Compliance Professionals 

since 2021 and has more than 100 members, working in the largest companies on the Italian scene. 

Lab4Compliance has, among statutory purposes: : 

•	 promote cultural, training and professional development activities through appropriate initiatives in 

the field of enterprise risk management by implementing ad hoc compliance programs;  

•	 contribute to the advancement and dissemination in public and private companies, public and private 

bodies and entities, of techniques for risk management and prevention of non-compliance, promoting 

and sponsoring, among other activities, the organization of professional refresher courses and any 

other appropriate initiatives by working with individuals or legal entities, as appropriate;

•	 maintain and develop relationships and relations with university academia and professional and 

management education in the general area of risk management and noncompliance prevention 

implements numerous communication initiatives.
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Giulio Uras advises and assists in the areas of personal data pro-
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digital services for national and multinational companies and 
groups of companies, operating in particular in the publishing, 
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es, activities, systems and products with the regulations, both 
European and national, governing the data economy, network 
and information system security and technological development: 
from GDPR to NIS, from the Data Act to the Artificial Intelligence 
Act. In 2014, he held an internship at the Italy-America Cham-
ber of Commerce in New York. After joining ADVANT Nctm, he 
worked, in 2015, at the Legal and Corporate Affairs Department 
of Snam and, in 2017, at the Legal & Compliance Department 
of DOC Generici as part of two secondment programs. Between 
2018 and 2020, he was Global Compliance Manager at Pirelli & 
C. S.p.A. dealing with data protection compliance of Pirelli Group 
companies worldwide. He is a member of the International Asso-
ciation of Privacy Professionals and is CIPP/E certified. He is the 
author of numerous publications in peer-reviewed journals.

Giorgio Totis is president of Lab4Compliance. Since April 2017, he 
has been VP Group Compliance & Data Protection Officer at the 
Milan headquarters of Prysmian S.p.A. and coordinates a team 
of 12 people. As VP of Group Compliance, he is responsible for 
creating a “compliance culture” within the company, acting as a 
second line of defense by ensuring that the Prysmian Group and 
its personnel comply with regulatory requirements, policies and 
internal procedures. Key compliance programs include anti-cor-
ruption and anti-money laundering, through privacy and trade 
compliance. In addition, as Data Protection Officer, Giorgio Totis 
oversees the internal status of compliance with the GDPR, acting 
as an advisor to the data controller and as a point of contact for 
regulators. From November 2010 to April 2015, he held various 
roles within Clifford Chance’s Corporate M&A Department, until 
he was appointed associate director of the Knowledge Centre in 
Delhi, India, established to provide transactional support to Clif-
ford Chance, managing a team of about 60 people.

Giulio Uras

Giorgio Totis

Contributors



25

www.advant-nctm.com

Your European Advantage


